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Background:

The rapid specification of NB-IoT in Release 13 meant that some design choices were made for “data over NAS” that degraded the ability to separate the MME’s control and user plane compared to that of the 2G-SGSN, e.g. R13 used a common (rather than different) encryption stream for data over NAS and signaling. With minor changes, this can be avoided in the next generation core network.

Enabling Control and User Plane separation within an AMF

To enable the core network to optionally separate the AMF into entities that are optimised for signalling and for user data handling, the following components should be available to solutions 1, 2, 3, 6, and 40.
a) 
b) 
c) The data over NAS and signaling should use different encryption sequences – e.g. use the PDU Session ID to set the “BEARER ID” parameter to different values per PDU session for data over NAS (and also different to the BEARER ID used for all NAS signaling).

This avoids the need to reuse the AMF’s NAS signalling encryption function for the ‘data over NAS’ encryption/integrity protection.
Note that TS 33.501 is very closely modelled on TS 33.401 and TS 33.401 clause 8.1.1 (“NAS input parameters and mechanism”) states “The BEARER identity is not necessary since there is only one NAS signalling connection per pair of MME and UE, but is included as a constant value so that the input parameters for AS and NAS will be the same, which simplifies specification and implementation work”
Proposals:
It is proposed to make the following revision marked changes to TR 23.724 v0.5.0.
____________________________________
******* start of changes ****
6.X
Solution X: Improved Signalling/Data plane separation for Data over NAS small data solutions
6.X.1
Introduction

This solution applies to Key Issue 1: Support for infrequent small data transmission and Key Issue 2: Frequent small data communication.
The solution is applicable as an addition to solutions 1, 2, 3, 6 and 40.
6.X.2
Functional Description

To enable more independent scalability of the data plane and signalling plane security functions for “Data over NAS”, it is proposed that different encryption and integrity protection key sequences are used for “data” and for “signalling”. 

This approach was used in 2G-GPRS but was ignored in R13 CIoT optimisations.
6.X.3
Support of EPC interworking


The EPC security mechanisms are used in EPC, e.g. EPC security is enabled during the TAU to EPC, and 5GC security is enabled during TAU to NG-RAN.
6.X.4
Procedures
These are the same as in the base solution, except that for:

Integrity protection, ciphering and header compression

-
Integrity protection and ciphering for small data are performed by AMF (existing NAS PDU integrity protection and ciphering functionality are re-used, except that the “data over NAS” PDUs use a per-PDU session parameter (and which is different to those used for NAS signaling) for the “BEARER” input to the NAS integrity and confidentiality algorithms).
NOTE:
The “Data over NAS” PDU already has to carry information on the PDU session to enable routing towards the correct data network, etc. However, this information would now need to be sent unencrypted.
TS 33.501 is very closely modelled on TS 33.401 and both these specifications use a parameter called BEARER as an input into the generation of the key sequences for the confidentiality and integrity protection.
However, currently the BEARER parameter is not used fully within the NAS security. TS 33.401 clause 8.1.1 (“NAS input parameters and mechanism”) states “The BEARER identity is not necessary since there is only one NAS signalling connection per pair of MME and UE, but is included as a constant value so that the input parameters for AS and NAS will be the same, which simplifies specification and implementation work”
This creates the opportunity to use (in a somewhat similar manner to GPRS) different security streams for signalling and data (and different security streams per PDN connection) by setting the BEARER parameter according to the PDU session ID.

As TS 33.501 is still under development, some extracts from TS 33.401 are copied below:

Annex B

/…./

The input parameters to the ciphering algorithm are a 128-bit cipher key named KEY, a 32-bit COUNT, a 5-bit bearer identity BEARER, the 1-bit direction of the transmission i.e. DIRECTION, and the length of the keystream required i.e. LENGTH. The DIRECTION bit shall be 0 for uplink and 1 for downlink.
/…/
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Figure B.1-1: Ciphering of data 

/…./
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Figure B.2-1: Derivation of MAC-I/NAS-MAC (or XMAC-I/XNAS-MAC)

/ end of extracts from TS 33.401 /
6.X.5
Impacts on existing entities and interfaces


The UE and the security termination point in the network (e.g. AMF) need to have a common way to generate the PDU Session ID, and, then need to use it with their existing implementations of the confidentiality and integrity algorithms.
6.X.6
Evaluation

Editor's note:
This clause provides an evaluation of the solution.
Editor's note:
This solution needs to be evaluated by SA3. 
*********** end of changes ************
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